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1. INTRODUCTION 

 
1. 1.1 Under the Contract, We may provide one or a combination of the following defined 

Services, based upon Your business requirements as indicated to Us in Your application: 
 
 

 

"Acquiring Services" means the services provided by Us where We act as Your Acquirer; 
 
"Gateway Services" means the transmission over the internet of Data through Our technical systems 
from You to the relevant Acquirer or Other Financial Institution; 
 
"Other Payment Services" means the services provided by Us where We make available to You 
Other Payment Methods by collecting payment for goods and/or services and Remitting such 
payment to You;  
The above types of Services differ with respect to Transactions and their Authorisation: 

 

"Transaction" means: 

 

i. in the case of the Acquiring Services: any payment for goods or services, or Refund 
made, by use of a Card, a Card number or otherwise to debit or credit the applicable 
Cardholder's account; 

 
ii. in the case of the Other Payment Services: any payment for goods or services, or 

Refund made, using an Other Payment Method; and 

 
iii. in the case of the Gateway Services: any transaction similar to any of the foregoing 

in connection with any payment for goods and/or services,(and "Transactions" shall 
be construed accordingly); 

 
"Authorisation" means: 

 
iv. in the case of the Acquiring Services: the process whereby We obtain at the time of 

the Transaction (directly or indirectly) from the Card Issuer confirmation that the 
Card has not been listed as lost or stolen and that there are sufficient funds for the 
relevant Transaction; 

 
v. in the case of the Other Payment Services: the status indicating that the 

relevant Transaction has been validated by the Other Financial Institution; and 

 
vi. in the case of the Gateway Services: the process whereby We obtain at the time of 

the Transaction (directly or indirectly) from the relevant Acquirer, Card Issuer or 
Other Financial Institution confirmation that the applicable Card has not been listed 
as lost or stolen and that there are sufficient funds for the relevant Transaction. 

 
 
 
 

2. 1.2 As a result of these different types of Services and the fact that We may (depending on 
Your business requirements as indicated to Us in Your application) provide them in 
combination with each other, Our role (including the way in which We must be entitled to 
take measures to protect Our position with respect to Refunds, Chargebacks, Fines or any 
other liability relating to any Transactions) and Your responsibilities may differ on the basis  
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set out in these Conditions, which will be indicated by reference to the type of Service 
or combination of Services which the relevant provision is related to. 

 

2. DEFINITIONS AND INTERPRETATION 

 
1. 2.1 In these Conditions, the following terms shall (unless the context otherwise requires) 

have the following meanings: 

 

"Acquirer" means a Person (In respect of the Acquiring Services) who or which is licensed by a Card 
Scheme and/or has appropriate arrangements in place with a third party relating to the use of a Card 
Scheme licence and who or which enters into an agreement with You for the provision of Services 
allowing You to accept payment by Cards pursuant to the Rules and for You to receive payment from 
such Person in respect thereof; 
 
"Application Form" means (where relevant) the application form provided by Us, 
pursuant to which You apply for the provision of the Services; 
 
"Card" means a credit, debit, charge or purchase or other card issued by a Card Issuer and licensed 
by a Card Scheme (including, in the case of Gateway Services, any other cards which We are able 
to process (as notified by Us to You from time to time) and which We have agreed to process) (and 
 

"Cards" shall be construed accordingly); 
 
"Cardholder" means a Person who or which is the authorised user of a Card (and "Cardholders" shall 
be construed accordingly); 
 
"Card Issuer" means a financial institution which issues Cards under the authority of the relevant 
Card Scheme (and "Card Issuers" shall be construed accordingly); 
 
"Card Schemes" means Visa Europe, Visa Inc, MasterCard Worldwide, UK Maestro, Solo and/or 
International Maestro and/or such other schemes governing the issue and use of Cards, as approved 
and notified by Us to You in writing from time to time (and "Card Scheme" shall be construed 
accordingly); 
 
"Chargeback" has the meaning given to such term in clause 8.1 (and "Chargebacks" shall be 
construed accordingly); 
 
"Chargeback Costs" has the meaning given to such term in clause 8.5.2; 
"Conditions" means these terms and conditions; 
 
"Confidential Information" means information that is designated as "confidential" or which by its 
nature is clearly confidential including any information concerning Our or (as the case may be) Your 
technology, technical processes, procedures, business affairs, finance, security procedures and the 
layout of Our or (as the case may be) Your premises and may take the form of (but is not limited to): 
 

(a) documents, technical specifications, unpublished patent specifications, data, drawings, plans, 
processes, photographs, databases, computer software in disk, cassette, tape or electronic form and 
items of computer hardware; or (b) oral descriptions, demonstrations or observations; "Contract" 
means the contract between You and Us, incorporating these Conditions and the other documents 
referred to in clause 3.1, for the supply of the Services by Us to You; 
 

"Control" means the ability to direct or influence the affairs of another whether by way of contract, 
ownership of shares or otherwise (and "Controls" and "Controlled" shall be construed accordingly); 
"Customer" means a Person (including a Cardholder, where the context permits) who or which has 
ordered goods and/or services from You and where payment for such order is to be received by You 
through use of the Services (and "Customers" shall be construed accordingly); 
 
"Data" means documents, data and records of any kind relating to Transactions (including, for 
the avoidance of doubt, data relating to Cards and Customers); 
"Data Control" has the meaning given to such term in clause 19.3;  
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"Fees" means the fees payable by You to Us for the provision by Us of the Services, as notified to 
You by Us from time to time; 

 

“MMF” means the minimum monthly fee only applied if there is a discrepancy in your 
transactions and or business profile, compared to what was disclosed at the start of your 
application in relation to personal details, business details and transaction details. 

 

“MMSC” means minimum monthly service charge, this is the minimum amount of £35 
that will be charged to your account in any given month if your transactional charges are 
less than £35. 
 
“ETF” means early termination fee and it is applicable in the event when We or You 
decide to terminate the Contract before the end of the Contract period. ETF ensures that 
We are able to recover the future costs and disbursements that will incur until the end of 
the Merchant’s Contract. These will include the costs to all the parties that We will still be 
required to pay regardless of whether We continue to do Business with You or not. ETF is 
between £30 to £130 per month for low risks merchants and is dependent on the 
Merchant’s CP and CNP turnover. If the Merchant falls under the high-risk category, then 
ETF amount will increase by 10 folds. In the event You or GMS has to make an early 
termination, then the monthly ETF amount will be at the discretion of Our management 
team. ETF has no bearing with the remaining of the Terminal Rental and the MMSC that 
You will still be required to pay. 
 
"HIGH RISK MERCHANTS" we board Low Risk Merchants and on special circumstances 
we are able to board High Risk Merchants. If we do board a High Risk Merchant then we 
expect the High Risk Merchant to Pay us a Non-Refundable Joining Fee of between 
£5,000.00 to £15,000.00 even before any transactions commences. Our Standard 
Transactions Fee for High Risk Merchants is between 7.5% to 14.5%. The transaction Fee 
can be negotiable and reduced if given in an email confirmation by GMS to the merchant 
as special agreement. If the merchant declares on the Application Form to be High Risk 
Merchant then despite that the merchant will still require an email confirmation from 
GMS regarding the fact that GMS has accepted the Merchant as a High Risk category 
Merchant. 
See below List of High Merchants Types.  
Ambulance Services, Lab/Medic/Dental/Opth/Equipment, Doctors,Physicians, 
Dentists,Orthodontists, Osteopathoc Physicians, Chiropractors, 
Ophthalmologists,Optometrists, Opticians - Optical Goods, Chiropodists, Podiatrists, 
Nursing,Pers Care Facilities, Hospitals, Veterinary Services, Hearing Aid Sales,Service, 
Orthopedic Goods-Artificial Legs & Arms, Medical Services, Drugs/Drugs 
Propriat/Sundries, Drugstores & Pharmacies, Dental & Medical Labo, Massage Parlors, 
School, Education, Child Day Care Services, Golf Courses - Public Video, Membership 
Clubs, Tolls, Road And Bridge Fees , Limousines / Taxicabs, Homestead Suites, Travel 
Agencies & Tour Operatos, Cruise Lines, Direct Mktg-Travel Related Arr, Timeshares, 
United Airlines, American Airlines, Pan American, Eurofly Airlines, British Airways, Japan 
Airlines, Air France, Lufthansa, Air Canada, Klm, Aeroflot, Qantas Air, Alitalia, Saudia 
Arabian Airlines, Swissintlair, Sas, South African Airways, Varig (Brazil), Air-India, Air 
Algerie Airalgerei, Philippine Airlines, Mexicana, Pakistan International, Air New Zealand, 
Emirates Airlines, Air Malta, Snbrsslsair, Aero Argent, Olympic Airways, El Al, Ansett 
Airlines, Ethiad Airways, Tap (Portugal), Vasp (Brazil), Egyptair, Kuwait Airways, Avianca, 
Gulf Air (Bahrain), Balkan-Bulgarian Airlines, Finnair, Aer Lingus, Air Lanka, Nigeria 
Airways, Cruzeiro Do Sul (Brazil), Thy (Turkey), Royal Air Maroc, Tunis Air, Icelandair, 
Austrian Airlines, Lan Air, Aviaco (Spain), Ladeco (Chile), Lab (Bolivia), Jet Air, Virgin 
America, Delta, Dba Airlines, Nwa Air, Continental, Us Airways, Adria Airways, Air Inter, 
Southwest, Vanguard Airlines, Air Astana, Air British Columbia, Cebu Pacific Airlines, 
Singapore Airlines, Aeromexico, Thai Airways, China Airlines, Jetstar Airways, Korean 
Airlines, Air Afrique, Eva Air, Midwest Express Airlines, Metro Airlines, Croatia Air, 
Transaero, Qatar Airways Company W.L.L., Zambia Airways, Air Zimbabwe, Spanair, 
Asiana Airlines, Cathay Pacific, Malaysian Airline System, Iberia, Garuda (Indonesia), 
Braathens S.A.F.E. (Norway), British Midland, Windward Island, Viasa, Tan Sahsa, Taca 
International, Surinam Airways, Sun World International, Vlm Airlines, Frontier Air, Qatar 
Airways Company W.L.L., Virgin Atlantic, Luxair, Air Littoral S.A.(Littoral), Air Zaire, Go Fly 
Ltd., Pba, All Nippon Airways, Norontair,  
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Aerocontinente, Canadian Airlines, Nationair, Jetblue Airways, Middle East Air, Airtran 
Airways, Mesa Air, Westjetair, Malev, Lot (Poland), Oman Air, Liat, Lav (Venezuela), Lap 
(Paraguay), Lacsa, Virginexpair, Furniture (Sofas & Beds), Jugoslav Air, Island Airlines, 
Indian Airlines, Hawaiian Air, Havasu Airlines, Guyana Airways, Freedom Airlines, China 
Eastern Airlines, Norwegian Air Shuttle, Dominicana, Malmo Aviation-Malmo Av, Csa, 
Copa, Compania Faucett, Transportes Aeros Militares Ec, Command Airways, Comair, 
Skyways, Cayman Airways, Saeta, Sahsa, Caribbean Airlines, Air Arab, Bar Harbor Airlines, 
Bahamasair, Aviateca (Guatemala), Avensa, Austrian Air Service, Easyjet, Ryanair, Gol 
Airlines, Tam Airlines, Alm Antilean Airlines, America West, Alaska Airlines, Spirit Airlines, 
Air China, Aero Servicio Carabobo, Air Seychelles, Air Panama, Air Jamaica, Air Djibouti, 
Aero Peru, Aero Nicaraguensis, Aero Coach Aviation, Cyprus Airways, Equatoriana, 
Ethiopian Airlines, Kenya Airways, Air Berlin, Tarom Romanian Air Transport, Air 
Mauritius, Wideroe's Flyveselskap, Airlines, Air Carriers Not Elsewhere Classified, Airport 
And Flying Fields, Marinas,Marine Service /Suppliers, Mobile Home Dealers, Automobile 
& Truck Dealers, Automobile & Truck Dealers Used, Boat Dealers, Camper Trailer Dealer, 
Motorcycle Shops & Dealers, Motor Home Dealers, Snowmobile Dealers, Miscellaneous 
Automotive Dealers, Parking Lots,Meters,Garages, Financial Inst/Automated Cash 
Disbursements, Professional Services - Def, Cigar Stores & Stands, Non-Fin Inst/Fc/Mo/Tc, 
Security Brokers/Dealers, Insurance Sales And Premiums, Dating  
& Escort Services, Direct Marketing Insurance Svc, Catalog Merchant, Outbound 
Telemarketing Merchnt, Inbound Telemarketing Merchant, Continuity/Subscription 
Mercht, Other Direct Marketers, Financial Institutions - Merchandise And Services, 
Gambling Transactions, Betting/Track/Casino/Lotto, Wire Transfer Money Order, 
Chemicals & Allied Products, Financial Inst/Manual Cash Disbursements, Counseling 
Service- Debt, Consumer Credit Reporting Agency, Charitable Contributions, Bail And 
Bond Payments. 
 
“IC ++ Rate” means Interchange fees, scheme fee, assessment fee, standard admin fee, 
fraud analysis fee as well as every other charge. In the event the merchant selects  
“IC ++Rate” then the Application Form will only show the GMS markup and therefore all 
other charges such as Interchange fees, Scheme fee, Assessment fee, Standard admin fee, 
Fraud analysis fee as well as all other charges which will be passed onto the merchant. 
 
“Semi-Blended Rate” means that the Merchant will incur a the agreed transaction fee as 
per the Applicaiton form for each transaction and on top, the Merchant will also incur the 
Assessment fee, AML Validation fee. As a rule of thumb, the Assessment fee and AML 
Validation fee is usually within the region of 1p- 3.9p per transaction. In the great 
majority of cases the assessment should just over 1p provided the card users are using 
industry standard card types and transactions size. In the event the merchant selects 
“Semi-Blended Rate” on the Application Form, then by default the merchant agrees that 
the Assessment fee and AML Validation fee will be passed onto merchant. 
 

"Fines" means any and all fines, levies, costs, expenses, charges, assessments or imposition of 
liabilities of any nature which the Card Schemes or any Other Financial Institution require You or Us 
to pay or which are otherwise directly or indirectly recovered from Us by the Card Schemes or any 
Other Financial Institution at any time and which relate to any aspect of Our relationship with You 
(including the Transactions and the provision of the Services);  
"Floor Limit" has the meaning given to such term in clause 9.1.2 

 

"Group Company" means, in respect of a Party, any undertaking which, directly or indirectly, 
Controls or is Controlled by such Party or an undertaking which, directly or indirectly, Controls or is 
Controlled by any aforementioned undertaking (and "Group Companies" shall be construed 
accordingly); 
 

"Intellectual Property Rights" means any and all intellectual property rights of whatever nature and 
includes patents, inventions, know-how, trade secrets and other confidential information, registered 
designs, copyrights, database rights, design rights, rights affording equivalent protection to 
copyright, trademarks, service marks, logos, domain names, business names, trade names, moral 
rights, and all registrations or applications to register any of the aforesaid items, rights in the nature 
of any of the aforesaid items in any country or jurisdiction, rights in the nature of unfair competition 
rights and rights to sue for passing off;  
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"Merchant Bank Account" means the bank account which You are required to maintain pursuant to 
clause 10.1;  
"Merchant Operating Instructions" has the meaning given to such term in clause 3.1.3; 
 
"Other Financial Institution" means any third party which regulates or is responsible for any Other 
Payment Method (and "Other Financial Institutions" shall be construed accordingly); 
 
"Other Payment Method" means a payment method (other than Cards) which is approved by Us 
in writing from time to time (and "Other Payment Methods" shall be construed accordingly); 
"Party" means You or Us (as the case may be); 
 
"Payment System" means all equipment and software used by You (and Your agents, sub-
contractors or any third parties used by You) in connection with Transactions and the storage and/or 
processing of Data; 
 
"Person" means any individual, corporation, firm, unincorporated association, government, state or 
agency of a state and joint venture (and "Persons" shall be construed accordingly); "Reason Code" 
has the meaning given to such term in clause 21.13.3; 
 
"Refund" means a return of an amount to a Cardholder's account or (as the case may be) 
the reversal of a payment effected using an Other Payment Method, in each case pursuant 
to a request or instruction from You to Us (and "Refunds" shall be construed accordingly); 
 
"Remittance" means the relevant payment due to You from Us in respect of Transactions 
(and "Remit" and Remitted" shall be construed accordingly); 
 
"Remittance Date" means the date as shall be notified from Us to You from time to time, when 
We shall submit the Remittance in accordance with clause 7; 
"Rules" means all applicable rules, regulations and operating guidelines issued by Us or the Card  
Schemes or (where relevant) any Other Financial Institution from time to time relating to Cards,  
Transactions, Other Payment Methods and any payments or processing of Data relating thereto  
(including all amendments, changes and revisions made thereto from time to time);  
"Services" means such of the Acquiring Services, the Gateway Services and the Other Payment  
Services which are provided to You by Us from time to time (or any of them, as the context shall  
permit or require); 
 
"Transaction Replica Overdraft" 
Transaction Replica Overdraft is essentially a short-term loan provided via your Merchant Account 
by replicating transactions that have been taken by you. You will accrue an interest of 15%APR on 
the Overdraft amount. We will Credit search you personally and if approved by a third-party lender 
we will pay into your business account during daily settlement.  
When you take a Transaction Replica Overdraft, it gets added to your Merchant Account balance 
and accrues interest until it's repaid just like purchases and balance transfers do. Unlike purchases, 
there's no grace period on Transaction Replica Overdrafts—they begin accruing interest as soon as 
you borrow the money. 
We will continue to pay you the Transaction Replica Overdraft until you reach your agreed Overdraft 
amount. Once you have reached your Overdraft amount as per stipulated by the third-party lender, 
we will then for a period of 6 weeks settle your entire daily transactions to the third-party lender.  
 
After the 6 weeks period has elapsed, then we will settle 25% of your daily transactions to you and 
75% will be paid back to the Overdraft Provider until the remaining Overdraft and the interest 
balance has come to zero amount. Once the balance has been fully cleared you will begin to receive 
100% of your daily settlement. 
 
"Settlement" means the crediting to Us of the proceeds of Transactions from (in the case of 
the Acquiring Services) the relevant Card Scheme or from (in the case of the Other Payment 
Services) the relevant Other Financial Institution (and "Settle" and "Settled" shall be construed 
accordingly); "Trading Limit" has the meaning given to such term in clause 9.1.1; 
 



"Us" means Alma Attic Limited, a company registered in England and Wales (registered number 
04628031) of Glorydale House, 18 Wintersells Road, Byfleet, KT14 7LF United Kingdom (and "Our", 
"Ours" and "We" shall be construed accordingly); and 
 
"You" means the Person identified as the Merchant in the Contract (and "Your" and "ours" shall be 
construed accordingly). 
 

2. 2.2 In these Conditions (unless the context otherwise requires): 

 
1. 2.2.1 the words "including" and "include" and words of similar effect shall not limit 

the general effect of the words which precede them; 

 
2. 2.2.2 references to the Contract, these Conditions and any other agreement, 

contract or document (including the Rules) shall be construed as a reference to it or 
them as varied, supplemented or novated from time to time; 

 
3. 2.2.3 words importing the singular shall include the plural and vice versa; 

 
4. 2.2.4 words importing any gender shall include a reference to each other gender; 

and   
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5. 2.2.5 References to a numbered clause are to a clause of these Conditions so 

numbered. 

 
3. 2.3 The headings in these Conditions are for convenience only and shall not affect their 

construction or interpretation. 
 
3. THE CONTRACT 

1. 3.1 The following documents are incorporated into and form part of the Contract: 
 

1. 3.1.1 the Application Form (if applicable); 
 

2. 3.1.2 these Conditions; and  
2. 3.1.3 any merchant operating instructions, datasheets or manuals relating to various 

aspects of the Services which are issued and/or amended by Us from to time to time 
(together, "Merchant Operating Instructions").  

3. 3.2 In the event of any inconsistency between the provisions of these Conditions and the 
provisions of any of the documents detailed at clauses 3.1.1 to 3.1.3 inclusive, the 
provisions of these Conditions shall take precedence. 

 
4. OUR OBLIGATIONS  

1. 4.1 Notwithstanding Your submission of an Application Form to Us (if applicable), We shall 
not be obliged to provide any Services unless and until We notify You in writing that We 
have unconditionally accepted Your application for the provision of the Services by Us 
(and where such notice is given, Our obligations to provide the Services shall commence 
on the date of such notice or, if different, the date specified in such notice). 

 
2. 4.2 We shall, in return for the Fees, provide you with the Services upon and subject to the 

provisions of these Conditions. 

 
3. 4.3 We shall provide the Services with reasonable care and skill and in accordance 

with all applicable laws and regulations (including the Rules and the Merchant 
Operating Instructions). 

 
4. 4.4 You acknowledge and agree that You are only entitled to use the Acquiring and/or the 

Gateway Services (as the case may be) for Cards approved in advance by Us and so notified 
in writing to You. 

 

5. YOUR OBLIGATIONS 
1. 5.1 You shall at all times comply with: 

 
1. 5.1.1 the provisions of the Contract; 

 
2. 5.1.2 the Rules; 

 
3. 5.1.3 all laws, regulations and codes of practice applicable to the Transactions, the 

sale of goods and/or services by You in connection with the Transactions and the 
execution and performance by You of Your obligations under the Contract (including 
the Merchant Operating Instructions); and 

 
4. 5.1.4 Your obligations relating to the provision of goods and/or services by You to 

Customers. 
 

2. 5.2 You shall: 

 
1. 5.2.1 only accept payments and/or process Refunds from Cardholders or Customers 

in connection with goods and/or services which You have supplied to the relevant 
Cardholder or Customer;  
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2. 5.2.2 only accept payments and/or process Refunds in respect of goods and services 
which commonly fall within Your business as identified in Your application for the 
Services; and 

 
3. 5.2.3 only accept payments and/or process Refunds in respect of goods or services 

that the Cardholder or Customer would reasonably expect to receive and only 
supply the relevant goods or services in accordance with the laws of any jurisdiction 
within which a Card Scheme, Card Issuer, Cardholder, Customer, Acquirer or any 
party to this Contract operates. 

 

3. 5.3 Unless otherwise agreed by Us in writing, You acknowledge and agree that You shall (at 
Your own cost) be solely responsible throughout the duration of the Contract for the 
provision of all such equipment, software, systems and telecommunications facilities which 
are required to enable You to receive the Services (including any modification or 
adjustments thereto pursuant to clause 23.1). 

 

6. FEES, CHARGES AND OTHER PAYMENTS DUE FROM YOU  
1. 6.1 In return for us providing you with the Merchant Services, You shall pay us the fee of 

MMSC, MMF and all other sums payable by You to Us in accordance with the provisions of 
the Contract. 

 
2. 6.2 Unless stated otherwise, all Fees, charges and other payments to be made by you under 

the Contract are exclusive of VAT and any other relevant taxes and in addition to paying 
such Fees, charges or other payments you shall also pay any such taxes. 

 
3. 6.3 We may from time to time vary the Fees and/or introduce new charges 

in addition to the Fees by giving you not less than 30 days' notice. 

 
4. 6.4 We may charge admin fee starting from minimum £50 to maximum £150 to 

merchant for the change of information, change of bank details, change of legal entity or 
any other changes requested by the merchant. 

 

7. OUR PAYMENTS TO YOU  
1. 7.1 Subject to clauses 7.2 to 7.8 (inclusive), we shall on the Remittance Date send 

direct to a Pre-Paid card or to Your Merchant Bank Account each relevant Remittance. 
 

2. 7.2 Remittance shall not fall due until the occurrence of the later of the following: 
 

1. 7.2.1 the next Remittance Date following the relevant Transactions; and 

 
2. 7.2.2 The expiry of any period of deferment pursuant to clauses 7.5, 7.6, 

7.7 and/or 7.8 in respect of the relevant Transactions. 
 

3. 7.3 At Our option, We shall be entitled to either: 
 

1. 7.3.1 deduct any or all of the sums set out in clause 7.3.3 from any Remittance; or 

 
2. 7.3.2 invoice You separately for any or all of the sums set out in clause 7.3.3 (in which 

case, such sums shall be payable by You to Us in accordance with the terms of such 
invoice) and, if and to the extent applicable, make payment of a Remittance; 

 
3. 7.3.3 the sums referred to in clauses 7.3.1 and 7.3.2 are: 

 
1. 7.3.3.1 the Fees in respect of the Transactions which We have not yet 

charged You for;  
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2. 7.3.3.2 any Refunds processed by Us since the previous Remittance Date 
(or, in the case of the first Remittance Date, since the date of 
commencement of the Services in accordance with clause 4.1); 

 
3. 7.3.3.3 any Chargebacks and any Fines; 

 
4. 7.3.3.4 any amounts required by Us to cover any: 

 

a. potential or expected Refunds, Chargebacks, Chargeback Costs, any 
liability or potential liability relating to a Transaction or Fines; 

 
b. liability or potential liability of Yours under the Contract; and 

5. 7.3.3.5 Any other charges or amounts due to us under the Contract 
 
 

4. 7.4 In the event that the value of the sums set out in clause 7.3.3 exceeds the aggregate 
value of all payments which would otherwise be due to You in respect of the Transactions on 
the relevant Remittance Date, We may elect not to pay any Remittance on such Remittance 
Date and the resulting shortfall may be held over by Us for deduction of such shortfall 
(together with interest in accordance with clause 11.1) against the following (and any 
subsequent) Remittance. We reserve the right at any time to require immediate payment of 
all or part of such shortfall, together with interest in accordance with clause 11.1. 

 
5. 7.5 Throughout the term of the Contract, We shall be entitled to defer the payment of any 

relevant Remittance to You in respect of the Transactions to the next Remittance Date if the 
amount of such Remittance falls below the minimum threshold as notified by Us to You in 
writing from time to time. 

 
 

6. 7.6 Throughout the term of the Contract and after its termination for any reason, We shall 
be entitled to defer (for such period as We shall in Our absolute discretion consider 
appropriate) the date upon which the Remittance in respect of Transactions would (but for 
this clause 7.6) be due in order to protect Our position with respect to Chargebacks, any 
liability of Yours to Us, any liability of Yours relating to any Transactions or any Fines, in 
each case whether actual or anticipated. Our right under this clause 7.6 is in addition to and 
separate from our rights of set-off under clause 12.1. 

 
 

7. 7.7 If We become aware, the merchant falls under High Risk category but merchant 
declared it to be Low Risk, Chargebacks, claims due to "ETF", any action in connection with 
the Contract, any Transaction or otherwise or any Fines (in each case, whether actual or 
potential), or We conclude that any such merchant that falls under High Risk category but 
merchant declared it to be Low Risk, Chargebacks, claims due to "ETF", action or Fines may 
arise, We may (notwithstanding any other provision of these Conditions) delay making any 
settlement to you for 180 days or longer. In the event we hold the money, then we 
reserve the right to hold the money for first 180 days and we expect to be resolve this 
within the initial 180 days period. If the investigation requires further time then we 
reserve the right to take a another 360 days to reach a consolation to the investigation. 
Within the next 360 days, if it transpires that the merchant falls under High Risk Category, 
then High Risk related fees and charges will be applicable before we settle the reaming 
money that are held by GMS. In the event it transpires that the merchant falls under "ETF" 
rule then ETF related charges will be applicable before we settle the reaming money that 
are held by GMS.  
After the cost deductions from the held money, if there is a shortfall then the merchant is 
still liable to pay the remaining balance.  
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8. 7.8 Where we have a reasonable suspicion that a Transaction may be fraudulent or involves 

other criminal activity, we have the right to suspend the processing of that Transaction or 
withhold payment to you of the amount of that Transaction until the satisfactory 
completion of our investigation or that of any third party. 

 
9. 7.9 If throughout the term of this Contract and after its termination for any reason 

We become aware or have a reasonable suspicion that You are in breach of or likely 
to be in breach of Your obligations under clause 5.2 We may withhold payment to 
You without providing any notice to You. 

 
10. 7.10 You shall not be entitled to any interest or any other compensation whatsoever in 

respect of any sums held by Us prior to being Remitted to You for any period for which 
payment may be deferred under this clause 7 or otherwise withheld under clause 8. 

 
11. 7.11 In respect of the Gateway Services, You acknowledge and agree that the relevant 

Acquirer (or, where applicable, the relevant Other Financial Institution) shall be solely 
responsible for paying to You any sums due in respect of Transactions and authorising and 
settling Transactions in accordance with the terms of Your agreement with such Acquirer. 

 

12. 7.12 In view of the nature of Gateway Services, You acknowledge and agree that We may 
not be able to ascertain whether there are any errors in the transmission of Data in respect 
of any Transactions and accordingly You shall be responsible for notifying Us in the event 
that there are any discrepancies between the amount of any payments You actually receive 
and those you expect. Such notice must be given to Us in writing within 7 days following 
the date of the relevant Transactions. 

 
8. CHARGEBACKS  

1. 8.1 In certain circumstances, Card Issuers, Card Schemes and/or Other Financial Institutions 
refuse to Settle a Transaction or require repayment from Us in respect of a Transaction 
previously Settled and/or Remitted, notwithstanding that Authorisation may have been 
obtained from the Card Issuer and/or Other Financial Institution (such circumstances being a 
"Chargeback"). 

 
2. 8.2 Where the only Services that We provide to You under the Contract are the Gateway 

Services, the following provisions of this clause 8 shall not apply. However, the following 
provisions of this clause 8 apply to all aspects of the Acquiring Services and the Other 

 
3. Payment Services. 

 
4. 8.3 You acknowledge and agree that under the Rules, You may be required to 

reimburse Us for Chargebacks in circumstances where You have accepted payment 
in respect of the relevant Transaction and even if You are under no legal liability for 
the supply or performance of the goods or services concerned. 

 
 

5. 8.4 All Chargebacks shall correspond to the whole or part of the Settlement value of the 
original Transaction or, at Our option, to an amount converted to the Settlement currency 
from the currency of Chargeback by the Card Scheme to Us at the rate of exchange quoted 
by Us for Settlement purposes on the day the Chargeback is processed. 

 
6. 8.5 Where a Chargeback occurs, We shall immediately be entitled to debit Your Merchant 

Bank Account and/or make a deduction from any Remittance in accordance with clause  
7.3.1 and/or invoice You in accordance with clause 7.3.2 to recover: 

 
1. 8.5.1 the full amount of the relevant Chargeback; and 

 
2. 8.5.2 any other costs, expenses, liabilities or Fines which We may incur as a result 

of or in connection with such Chargeback ("Chargeback Costs").  
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7. 8.6 A Chargeback represents an immediate liability from You to Us and where the full amount 
of any Chargeback and/or any Chargeback Costs is not debited by Us from Your Merchant Bank 
Account or deducted from any Remittance or invoiced as referred to in clause 8.5, then We shall 
be entitled to otherwise recover from You by any means the full amount of such Chargeback 
and Chargeback Costs (or the balance thereof, as the case may be). 
 
8. 8.7 We shall not be obliged to investigate the validity of any Chargeback by any Card Issuer, 
Card Scheme or Other Financial Institution, whose decision shall be final and binding in respect of 
any Chargeback. 
 
9. 8.8 As Chargebacks may arise a considerable period after the date of the relevant Transaction, 
You acknowledge and agree that, notwithstanding any termination of the Contract for any 
reason, We shall remain entitled to recover Chargebacks and Chargeback Costs from You (and, 
where relevant, from any Person who has provided Us with a guarantee or security relating to 
Your obligations under the Contract) in respect of all Chargebacks that occur in relation to 
Transactions effected during the term of the Contract. 
 
10. 8.9 We reserve the right to immediately pass on to You and recover from You any Fines 
incurred and/or impose further charges on You and/or terminate the Contract forthwith if We 
consider that the total value of Refunds and/or Chargebacks is unreasonable. We can recover 
Fines from You in the same way as Chargebacks and in any event they represent an 
immediate liability from You to Us. 
 
11. 8.10 You agree that it is Your responsibility to prove to Our satisfaction (or that of the 
relevant Card Issuer or Other Financial Institution) that the debit of a Customer's or 
Cardholder's account was authorised by such Customer or Cardholder. 
 
12. 8.11 If We consider in good faith that there is a high risk of Chargeback, You shall on 
demand by Us (without prejudice to clauses 13.1 and 13.2) put such funds into Your Merchant 
Bank Account as We shall require to cover such risk. 
 

 

9. FLOOR AND TRADING LIMITS  
1. 9.1 In respect of the Acquiring Services and/or Other Payment Services, We 

may from time to time notify You of a monetary limit: 

 
1. 9.1.1 on the aggregate value of one or more Transactions in respect of any 

specified period ("Trading Limit"); and/or 

 
2. 9.1.2 above which You agree to obtain Our consent prior to completing a 

Transaction or more than one connected Transaction ("Floor Limit"). 

 
2. 9.2 You shall not exceed the Trading Limit or complete a Transaction in excess of the Floor 

Limit without Our prior written approval (to be given at Our discretion). Such restriction shall 
continue to apply save if and to the extent that We otherwise notify You in writing. 

 
3. 9.3 Unless otherwise agreed by Us, the monetary value of the Floor Limit 

shall be deemed to be zero. 
 
 
10. BANK ACCOUNT AND PAYMENTS  

1. 10.1 You shall throughout the term of the Contract and for such period as 
may be required thereafter for the purposes of any applicable provisions 
of the Contract maintain in Your name a bank account that is acceptable 
to Us for the purposes of receiving payments from Us and making 
payments to Us. 

 

2. 10.2 Where it is possible for Us to debit Your Merchant Bank Account, We shall be entitled 
to debit all sums due to Us from You pursuant to these Conditions by direct debit from Your 
Merchant Bank Account and exercising Our right to do so shall not prejudice any other rights 
or remedies We may have. You shall maintain with Your bank an instruction to authorise 
such debits.  
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3. 10.3 You shall notify Us in writing in advance of any changes proposed by You in respect of Your 
Merchant Bank Account (including, without limitation, the location of the branch at which such 
account is held) and shall not implement such changes without Our prior written consent. If any 
change in Your Merchant Bank Account details is imposed on You, You shall notify Us in writing 
immediately, giving full details of such changes and the reasons. 

 

 

11. INTEREST  
1. 11.1 If either Party fails to pay any amount under the Contract when due, then You or 

We (as appropriate) shall be entitled to charge default interest at a rate equal to three 
 

(3) percent per annum above the published Royal Bank of Scotland plc base rate 
from time to time. 

 

 

12. SET OFF  
1. 12.1 In addition to any lien or right to which We may be entitled by law, You hereby 

irrevocably authorise Us from time to time without notice and both before and after 
demand to set-off by whatever means the whole or any part of Your liabilities to Us under 
the Contract or any other contract (whether such liabilities are present, future, actual or 
contingent or potential, liquidated or unliquidated and irrespective of the currency of its 
denomination) against any Remittance or against any sums (whether or not related to the 
Transaction that gave rise to the liability) held by Us, including in any of Your accounts with 
Us which are in Your name or any other accounts referred to in clause 13.2. 

 
2. 12.2 You are not entitled to set-off any liabilities of Ours under the Contract or otherwise 

(whether such liabilities are present, future, actual, contingent or potential) against any 
funds due to Us from You. 

 
3. 12.3 Any exercise of Our rights under this clause 12 shall be without prejudice 

to any other rights or remedies available to Us under the Contract or otherwise. 
 
 
13. SECURITY  

1. 13.1 We may at any time require You to procure that a Person or Persons satisfactory to 
Us, provide Us with a guarantee and/or indemnity in respect of Your obligations 
(including contingent or potential obligations) from time to time under the Contract. 

 
2. 13.2 We may at any time require You to grant to Us, or procure the granting to Us of, 

security other than guarantees or indemnities in such form, including, for the avoidance of 
doubt, the requirement to put funds into Your Merchant Bank Account and/or any other 
account which We may specify (including a trust or deposit account which We may establish 
for such purpose) and over such assets (and free of other security interests or subject only to 
such other security interests and other rights as We shall permit) to secure to Our 
satisfaction the performance of Your obligations (including contingent or potential 
obligations) from time to time under the Contract. 

 
3. 13.3 We may exercise Our rights under clauses 13.1 and 13.2 either to require additional 

security or to require the replacement of a previous security which has been withdrawn 
or which We for any reason require to be replaced. 

 
4. 13.4 Without prejudice to any other provision of the Contract, Your failure to comply with 

any requirement made under this clause 13 strictly in accordance with the relevant time 
limits shall constitute a material breach of these Conditions for the purposes of clause 
14.3.1.  
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14. TERM AND TERMINATION  
1. 14.1 Subject to clause 4.1, the Contract shall commence upon the date on which You sign 

the Application Form or the Contract (as the case may be) and, subject to earlier 
termination pursuant to clause 8.9, 14.2 to 14.4 (inclusive) or 21.14, shall continue in force 
until terminated by either Party giving to the other not less than one complete calendar 
month's notice to that effect, provided that You shall not be entitled to serve such notice 
until a period of 12 months has elapsed from the date of the first Transaction following 
the commencement of the Contract (excluding, for the avoidance of doubt, any 
Transaction effected for testing purposes). 

 
2. 14.2 In the event that We notify You in writing that We have not accepted Your 

application for the provision of the Services by Us, the Contract shall terminate with 
immediate effect on the service of such notice. 

 
3. 14.3 We shall be entitled to immediately suspend the provision of one or more of the 

Services (or, in each case, any part thereof) or to terminate the Contract or any one or more 
of the Services (or, in each case, any part thereof) at any time with immediate effect by 
notice to You if: 

 
1. 14.3.1 You materially breach any of the provisions of the Contract; 
2. 14.3.2 You fail to pay any amount under the Contract on the due payment date; 

 
3. 14.3.3 We consider (in Our absolute discretion) that the total value of Refunds 

and/or Chargebacks is unreasonable; 
 

4. 14.3.4 You breach any applicable Trading Limit or Floor Limit; 
 

5. 14.3.5 You breach the Rules; 

 
6. 14.3.6 You present a Transaction to Us in a situation where You do not give to the 

relevant Customer or Cardholder the goods, services or other facilities referred 
to which they could reasonably expect to receive; 

 
7. 14.3.7 You become insolvent or any step is taken for Your liquidation, winding-up, 

bankruptcy, receivership, administration or dissolution (or anything analogous to 
the foregoing occurs in any jurisdiction); 

 
8. 14.3.8 You make or propose any arrangements with Your creditors generally; 

 
9. 14.3.9 anything happens to You or a matter is brought to Our attention which 

We in Our absolute discretion consider may affect Your ability or willingness 
to comply with all or any of Your obligations or liabilities under the Contract; 

 
 
 

10. 14.3.10 any other change in Your circumstances (including a deterioration in or 
change to Your financial position) or in the nature of Your business or in the goods 
and/or services supplied by You to Customers or Cardholders occurs which We in 
Our absolute discretion consider material to the continuance of the Services or any 
facilities made available by Us to You; 

 
11. 14.3.11 You cease to carry on business; 

 
12. 14.3.12 We, in Our absolute discretion, determine that Our relationship with Your 

business represents increased risk of loss or liability to Us;  
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13. 14.3.13 anything happens to You or comes to Our attention in relation to You or 
arising from or incidental to Your business or the conduct of Your business 
(including trading practices and individual activities) or You engage in any 
business trading practices or individual activity which We in Our absolute 
discretion consider disreputable or capable of damaging Our reputation or that of 
any of the Card Schemes or Other Financial Institutions, detrimental to Our 
business or that of any of the Card Schemes or Other Financial Institutions or 
which may or does give rise to fraud or any other criminal activity or suspicion of 
fraud or any other criminal activity; 

 
14. 14.3.14 there is any change to the Person, or group of Persons acting 

together pursuant to an agreement or understanding (whether formal or 
informal), which Controls You; 

 
15. 14.3.15 any claim or action in connection with the Contract is threatened or 

commenced by You or Us; 

 
16. 14.3.16 any Fines or any other claims are brought against Us by any Card Scheme, an 

Other Financial Institution or any other third party arising from any aspect of Our 
relationship with You (including in connection with any security breach as described 
in clause 19.5, compromise or theft of Data held by You or on Your behalf 
irrespective of whether such security breach, compromise or theft of Data was 
within or outside Your control); 

 
17. 14.3.17 We are required or requested to do so by any Card Scheme or 

Other Financial Institution; 
 

18. 14.3.18 You undertake trading practices which We have not consented to; 

 
19. 14.3.19 any security granted to Us by You in connection with the Contract ceases to 

be enforceable or is withdrawn; 

 
20. 14.3.20 We consider that any act or omission of Yours falls within a Reason 

Code (in which case the provisions of clause 21.14 shall apply); 

 
21. 14.3.21 We or any Group Company of Ours become entitled to terminate any 

agreement with or enforce any security from You or any Group Company of Yours; 

 
22. 14.3.22 the relevant Services (or relevant part thereof) are suspended or otherwise 

cease to be provided by the relevant Acquirer, Card Scheme or Other Financial 
Institution (as the case may be); or 

 
23. 14.3.23 any Card Scheme or Other Financial Institution or the relevant Acquirer 

introduces additional terms and conditions or amends the terms and conditions 
relating to such Services. 

 
4. 14.4 You shall be entitled to terminate the Contract at any time with immediate effect 

by notice to Us if: 

 
1. 14.4.1 save where permitted or authorised to do so pursuant to these Conditions, 

We fail to pay any undisputed sums due to You from Us under the Contract within 
30 days of notice from You to Us that We have failed to make such payment; 

 
2. 14.4.2 We become insolvent or any step is taken for Our liquidation, bankruptcy, 

receivership, administration, dissolution or other similar action; or 
 

3. 14.4.3 We are in material breach of any of the provisions of the Contract.  
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CONSEQUENCES OF TERMINATION  
1. 15.1 Upon termination of the Contract all rights and obligations of either Party 

shall cease to have effect immediately, save that: 

 
1. 15.1.1 the clauses of these Conditions which expressly or by implication have effect 

after termination will continue to be enforceable notwithstanding such termination 
(including, for the avoidance of doubt but without limitation, clauses 7, 8, 10, 12, 13, 
14, 15, 16, 17, 19, 20, 21, 22, 24, 30 and 31); and 

 
2. 15.1.2 Termination shall not affect accrued rights and obligations of either Party 

under the Contract as at the date of termination. 

 
2. 15.2 Upon or at any time after termination of the Contract, You shall immediately pay to us 

all amounts owed by You under the Contract and, for the avoidance of doubt, We shall 
remain entitled to withhold sums pursuant to clause 7, set-off any sums pursuant to clause 
12.1 and recover any Chargebacks and Chargeback Costs pursuant to clause 8. 

 
 

 
16. INDEMNITY  

1. 16.1 You shall indemnify and hold Us indemnified from and against all actions, 
proceedings, costs, claims, demands, charges, expenses (including legal expenses), 
liabilities, fines (including Fines), levies, losses and damages, whether arising in tort, 
contract or common law, which We may suffer or incur to the extent arising out of or in 
consequence of or in connection with: 

 
1. 16.1.1 any claim brought against Us by a Customer, Cardholder, Card Scheme, 

Card Issuer, Other Financial Institution, Acquirer or other third party arising from 
a Transaction whether or not previously Remitted by Us to You; 

 
2. 16.1.2 any other claim brought against Us (including Fines) arising from any aspect 

of Our relationship with You (including in connection with any security breach as 
described in clause 19.5, compromise or theft of Data held by You or on Your 
behalf irrespective of whether such security breach, compromise or theft of Data 
was within or outside Your control); 

 
3. 16.1.3 the enforcement or attempted enforcement of the Contract (which includes 

the recovery or attempted recovery of any sum owing to Us under the Contract); 

 
4. 16.1.4 the protection of Our interests in connection with any aspect of Our 

relationship with You (including the cost of any third parties nominated by Us or 
instructed by Us for this purpose); 

 
5. 16.1.5 a breach by You of any of these Conditions or any other provisions of the 

Contract; 

 
6. 16.1.6 any Transaction (including a Transaction which is subsequently discovered to 

be fraudulent); or 
 

7. 16.1.7 any other arrangements between You and a Customer, 
 

except, in each case, if and to the extent caused by or contributed to by 
Our negligence or any breach of the Contract by Us. 

 
2. 16.2 For the avoidance of doubt, if a claim is brought against Us by a Customer, Card Issuer, 

an Other Financial Institution, an Acquirer or any other third party We shall be entitled to 
settle or otherwise deal with it at Our sole discretion. 

 
3. 16.3 If You are a partnership, each partner shall be jointly and severally liable under the 

Contract.  
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17. LIABILITY  
1. 17.1 Subject to clauses 17.2, 17.3, 17.4, 17.5 and 17.7, We accept liability for any proven 

direct losses which You suffer or incur as a direct result of Our negligence or any breach by 
Us of Our obligations under the Contract, save if and to the extent that such negligence or 
breach is caused or contributed to by You. 

 
2. 17.2 We shall not be liable for any delay or failure to carry out any of Our obligations 

under the Contract if and to the extent that such failure is due to circumstances beyond 
Our reasonable control (or that of our agents or sub-contractors). 

 
3. 17.3 Subject to clause 17.7, We shall not be liable to You in contract, tort (including 

negligence or breach of statutory duty) or otherwise for any indirect, special or 
consequential loss or damage howsoever caused arising out of, or in connection with, 
any supply, failure to supply or delay in supplying the Services or otherwise in connection 
with the Contract. 

 
4. 17.4 Subject to clause 17.7, Our total liability to You in contract, tort (including 

negligence or breach of statutory duty) or otherwise arising out of, or in connection with, 
the supply, failure to supply or delay in supplying the Services throughout the term of the 
Contract or otherwise in connection with or related to the Contract shall be limited to: 

 
1. 17.4.1 the Fees paid to Us in the twelve months prior to the date of the first 

event giving rise to any relevant liability; or 
 

2. 17.4.2 where the date of the first event giving rise to any relevant claim arises during the 
period of 12 months commencing on the date on which You sign the Application Form or 
the Contract (as the case may be), the total amount of Fees which have been paid in 
such period together with an amount equal to the Fees which would be reasonably likely 
to be payable (having regard to matters such as the amount of Fees which have been 
paid or are payable, market conditions and general patterns of trading and assuming 
that the Contract would remain in full force and effect) for the remainder of such 12 
month period. 

 
5. 17.5 Without prejudice to either Party's rights to terminate the Contract, Your sole remedy 

at law, in equity or otherwise in respect of any claim against Us shall be limited to damages. 

 

6. 17.6 You acknowledge and agree that, given the nature of the Services, the availability to 
You of suitable alternative payment methods for Your customers and Your ability to choose 
other providers of services similar to the Services before entering into the Contract, the 
limitations on liability contained in this clause 17 are reasonable in all the circumstances and 
that the Fees have been calculated taking into account such limitations (which would be 
higher but for such limitations) and accordingly You have accepted the risk of any losses 
which You may suffer because of the limitation on Our liability under this clause 17. 

 

 
7. 17.7 Nothing in these Conditions shall operate to exclude or restrict Our liability for fraud or 

deceit or for death or personal injury resulting from Our negligence. 

 
8. 17.8 We shall have no liability to You in relation to any decision of any Acquirer or Other 

Financial Institution, save if and to the extent that such decision is made as a direct result 
of Our negligence or any breach of the Contract by Us.  
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18. MATERIALS  

1. 18.1 You shall only use such materials identifying the Services, Us, any Group Company of 
Ours or any Card Scheme if such materials have previously been approved by Us in writing. 

 
2. 18.2 You shall display prominently on each of Your premises, trading venues or website 

where You accept Cards for payment, the Card and Card Scheme identification required by 
the Rules. 

 
19. DATA  

1. 19.1 Whenever We request it, You shall give Us reasonable assistance to facilitate the 
successful collection and delivery of all Data. We shall assist You, upon Your request, where We 
are able to gain access to the Data, but reserve the right to make charges for doing so. 

 

2. 19.2 At all times while Data is in Your possession or control or that of Persons acting for or 
connected with You, You shall ensure that the Data is kept secure and is used only for the 
purposes of the Contract and that all applicable laws, rules, regulations or similar 
obligations in any relevant territory governing the use, storage and/or processing of data 
relating to individuals are observed and performed with regard to it. 

 
3. 19.3 Notwithstanding any other provision of these Conditions, each Party shall, as detailed 

below, ensure the security, integrity and confidentiality of Data ("Data Control") and shall do 
so in the circumstances detailed below (regardless of any similar or superior  
obligations imposed by the operation of any contract or law, or otherwise): 

 
1. 19.3.1 We accept responsibility for Data Control in respect of any Data 

You or Customers deliver to Us, upon receipt of such Data by Us; 

 
2. 19.3.2 in circumstances where Data is to be delivered to Us by You or via Your 

nominated agent You accept responsibility for Data Control, and for the collection, 
storage and delivery of Data to Us in a medium and format agreed with Us; and 

 
3. 19.3.3 We may refuse to accept Data from You where the requirements specified 

in any instructions issued by Us from time to time are not satisfied in full and Our 
processing the Data shall not preclude Us from subsequently requiring its 
replacement, deletion or correction. 

 
4. 19.4 You acknowledge and agree that You (and Your agents, sub-contractors or 

any third parties used by You) shall abide by any payment card industry data 
security standards of the relevant Card Schemes as updated from time to time 
(the "PCI DSS "). The PCI DSS require You and Us, among other things, to 
observe standards of due care with regard to the protection of sensitive 
Customer or Cardholder information or sensitive authentication data and to 
ensure that the Payment System is compliant with those standards. Accordingly, 
without prejudice to the generality of the foregoing, You shall ensure that the 
Payment System complies in all respects with the PCI DSS, which include the 
following requirements: 

 

1. 19.4.1 to build and maintain a secure network (to include the installation and 
maintenance of a fire wall configuration to protect Data and not to use vendor 
supplied defaults for system passwords and other security parameters); 

 
2. 19.4.2 to protect Data (to include protecting stored Data and 

encrypting transmission of Data across open, public networks); 

 
3. 19.4.3 to maintain a vulnerability management programme (to include the use of 

and regularly updating anti-virus software and developing and maintaining secure 
systems and applications);  
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4. 19.4.4 to implement strong access control measures (to include restricting access to 

Data by business need-to-know, assigning a unique ID to each person with computer 
access and restricting physical access to Data); 

 
5. 19.4.5 to regularly monitor and test networks (to include tracking and monitoring all 

access to network resources and Data and regularly testing security systems and 
processes); and 

 
6. 19.4.6 to maintain an information security policy 

 
5. 19.5 You shall notify us immediately if you become aware of or suspect any security breach 

relating to Data (whether or not you have complied with the PCI DSS Standards). As soon as 
reasonably practicable, You shall also (and without prejudice to any other remedy We have 
in respect thereof) immediately identify and remediate the source of such security breach 
and take any steps that We require of You including but not limited to the procurement (at 
Your cost) of forensic reports from third parties recommended by Us. 

 
6. 19.6 You shall not store, at any time: 

 
1. 19.6.1 Card verification value in the magnetic stripe; 

 
2. 19.6.2 Card verification value printed on the Card in or next to the signature pane; 

 

 
3. 19.6.3 Card verification value contained in the magnetic stripe image 

in a chip application; 
 

4. 19.6.4 PIN verification value contained in the magnetic stripe; 

 
5. 19.6.5 the full contents of any track from the magnetic stripe (on a Card, in a 

chip or elsewhere); or 
 

6. 19.6.6 any other Data that the Card Schemes mandate from time to time. 

 
7. 19.7 Your obligations under clauses 19.4, 19.5 and 19.6 shall survive termination of the 

Contract and shall continue in full force and effect until all Data obtained under the Contract 
has been destroyed or as otherwise agreed in writing by Us. 

 
8. 19.8 Without prejudice to any other provision of the Contract, any failure by You to 

comply with the provisions of clauses 19.4 and 19.5 shall constitute a material breach 
of the Contract for the purposes of clause 14.3.1. 

 
20. RETENTION OF RECORDS  

1. 20.1 Subject to the requirements of the PCI DSS Standards, You shall retain legible copies of 
Data for a minimum period of 18 months from the date of each Transaction. 

 
2. 20.2 We may, from time to time, request You to provide copies of Data. You shall 

provide such copies to Us within 14 days of such request being received by You from Us. 

 
3. 20.3 You hereby authorise Us to release Data and any other information relating to the 

Services or the Card Schemes (or, if instructed by Us, You shall provide such Data or 
information or procure that such Data or information is provided) to any agent of Ours or 
any other Person: 

 
1. 20.3.1 as is necessary for the purpose of fulfilling Our obligations under the Contract 

or the Rules or otherwise as required by law; or 

 
2. 20.3.2 where We, or any third party, are investigating any suspected criminal 

activity.  
 
 

 

18 | P a g e 



 
 

21. PROVISION AND DISCLOSURE OF INFORMATION  
1. 21.1 You shall at all times throughout the term of the Contract (and for such period as 

may be necessary thereafter): 

 
1. 21.1.1 disclose to Us such information as We reasonably require relating to the 

performance of the Contract including any information: 
 
 

1. 21.1.1.1 required to satisfy Our obligations to any Card Scheme, Other 
Financial Institution or governmental or regulatory authority or otherwise; 
and 

 
2. 21.1.1.2 relating to any aspect of the processing of Data by You or by any 

Person with whom You have a commercial relationship for that purpose; 

 
2. 21.1.2 take all reasonable steps to assist Us in handling any claim or query 

raised by a Cardholder, Customer, a Card Issuer, a Card Scheme, an Acquirer, an 
Other Financial Institution or any other third party in relation to the Services; 

 
3. 21.1.3 co-operate in providing any Other Financial Institution with all information 

requested by it in order for You to be accepted by such Other Financial Institution or 
otherwise to enable Us to provide You with the Other Payment Services (or any part 
thereof); 

 
4. 21.1.4 fully comply with the requirements of any Other Financial Institution relating 

to the relationship between You and such Other Financial Institution in respect of 
which the Other Payment Services are to be provided (including any requirement for 
You to have a contract and/or connection number with such Other Financial 
Institution); and 

 
5. 21.1.5 give Us reasonable assistance on request for the prevention and 

detection of fraud or other criminal activity in respect of Transactions. 

 
2. 21.2 To enable Us to assess Your financial position throughout the term of the Contract, You 

shall on request: 

 
1. 21.2.1 provide Us with Your latest audited accounts and any other information We 

may require (including but not limited to management accounts); and 
 

2. 21.2.2 permit or procure Us or Our duly authorised representatives to have access to 
any premises where Your business trades or where any of its records are for the time 
being situated, to examine all or any of such records and those of any other business 
which We consider is or may be connected to it, and to take and retain copies of all 
or any such records and further to provide to Us or procure that We are provided 
with honest and comprehensive answers to any enquiries We may make. 

 
3. 21.3 You shall advise Us immediately in writing of any: 

 
1. 21.3.1 other agreement that You enter into concerning Your acceptance of 

Transactions; 
 
 

2. 21.3.2 act, omission or error which does or may: 

 
1. 21.3.2.1 cause loss or damage to Us (including damage to Our 

reputation); or  
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2. 21.3.2.2 adversely affect Your ability to perform Your obligations under the 
Contract; 

 
3. 21.3.3 actual or suspected violation or compromising of the security or integrity of 

any Data or any other information relating to the Services or the Card Schemes or 
any Confidential Information at any time obtained or held by You; and/or 

 
4. 21.3.4 material change in the nature of Your business or in the goods and/or 

services supplied to Your customers or of any additional business commenced by 
You or of Your cessation of business. 

 
4. 21.4 If You contact Us electronically, We may collect Your electronic identifier (for example, 

Internet Protocol (IP) address or telephone number) supplied by Your service provider. 

 
5. 21.5 We may use and share Your information (including information about Transactions) 

with Our Group Companies, Card Issuers, Card Schemes and credit reference agencies to 
help Us and/or them: 

 
1. 21.5.1 assess financial and insurance risks; 

 
2. 21.5.2 recover debt; 

 
3. 21.5.3 develop customer relationships, services and systems; and 

 
4. 21.5.4 prevent and detect crime. 

 
6. 21.6 We do not disclose Your information to anyone other than as expressly provided in 

the Contract except:  
1. 21.6.1 where We have Your permission; 

 
2. 21.6.2 where We are required or permitted to do so by law; 

 
3. 21.6.3 to other companies who provide a service to Us or You; or 

 
4. 21.6.4 where We may assign, subcontract or transfer rights and 

obligations under the Contract. 

 
7. 21.7 From time to time We may change the way We use Your information. Where We 

believe You may not reasonably expect such a change We shall write to You. If You do not 
object to the change within 60 days, You consent to that change. 

 
 
 

8. 21.8 A link between You and anyone with whom You have a joint account or similar financial 
association will be recorded at credit reference agencies, creating a "financial association". 
All parties' information will be taken into account in future applications until one of You 
successfully files a "notice of disassociation" at the credit reference agencies. 

 
9. 21.9 We may make periodic searches of and provide information about You to credit 

reference agencies, fraud prevention agencies, Card Issuers, Card Schemes and Our 
Group Companies to manage and take decisions about their relationship or 
prospective relationship with You. Such information may be used by other credit 
providers to take decisions about You and Your financial associates.  
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10. 21.10 The information which We collect from You may be transferred to, and stored at, a 

destination outside the European Economic Area ("EEA"). It may also be processed by staff 
operating outside the EEA who work for Us or for one of Our subcontractors or suppliers in 
connection with the Contract (including the purposes referred to in this clause 21). We 
shall ensure that an adequate level of protection is given to any of Your information which 
is transferred or processed outside of the EEA in accordance with this clause 21.10. 

 
 

11. 21.11 We may disclose information concerning You to third parties for use in their or any 
Card Scheme's or Acquirer's or Other Financial Institution's fraud prevention programmes 
for the purpose of assisting in identifying merchants involved in, amongst other things, fraud 
or suspected fraud, insolvency, breach of a merchant services agreement and any other such 
matter which would assist Us or other third parties in their efforts to prevent fraud. We may 
also disclose information concerning You to law enforcement bodies where We suspect that 
fraud or other criminal activity may have occurred. 

 
12. 21.12 You acknowledge that the viability and availability of the Card Schemes depends upon 

effective and reliable information regarding, and effective management of, information 
security, the risk of fraud and sector and credit risk. Accordingly, You acknowledge and agree  
that We shall notify the Card Schemes or Persons nominated by them and, where We 
consider appropriate, crime enforcement authorities, of all information regarding You, Your 
business and Your conduct relating to the Contract or the operations and activities 
contemplated by it which We consider relevant to such matters. The Persons who We notify 
and the information notified may well vary from time to time as legal requirements and 
industry practices change. 

 

13. 21.13 In particular, You acknowledge that: 

 
1. 21.13.1 some or all of the Card Schemes may operate databases containing 

information regarding the conduct of Card transactions by merchants; 

 
2. 21.13.2 We may disclose information to the Card Schemes pursuant to this clause 

21; and 
 

 
3. 21.13.3 some or all of the Card Schemes categorise undesirable acts and omissions 

of merchants under certain codes (each such code being a "Reason Code"). 

 

14. 21.14 If We consider that any act or omission of Yours falls within a Reason Code then We may 
immediately terminate the Contract in accordance with clause 14.3.20. Where applicable, 
details of any such act or omission shall be advised to You and shall also be available on request. 
In that event, the fact of termination and the Reason Code forming the grounds for termination 
shall be notified to (and may be recorded by) Visa and MasterCard and thereafter be maintained 
by them in accordance with their normal practice. The aforementioned database records are 
available for enquiry by any Acquirer and Card Issuer. In certain circumstances, they are also 
made available to crime enforcement authorities. 

 
15. 21.15 You agree that where We have acted in good faith We shall have no liability to You for 

any inaccuracy in the information We provide to any third parties pursuant to this clause 21. 
 
22. INTELLECTUAL PROPERTY  

1. 22.1 The Contract does not transfer, and is not intended to transfer, to You any of the 
Intellectual Property Rights that We own at the date of the commencement of the Contract 
or any Intellectual Property Rights that We create, acquire or develop during the term of the 
Contract.  
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2. 22.2 You shall obtain Our written consent prior to using or referring to any of Our trade 

marks, logos, copyrighted materials, business names or other similar protected intellectual 
property in any of Your promotional materials or literature, agreements or on any website. 

 
3. 22.3 On termination of the Contract, You shall remove any reference to Us from any 

of Your promotional materials or literature, agreements or on any websites. 
 
23. SERVICE ADJUSTMENTS AND CONTRACT VARIATIONS  

1. 23.1 From time to time, We may adjust the content and interfaces of the Services. If 
such adjustments lead to a change in software, interfaces or operating procedures, We 
shall notify You as soon as reasonably practicable prior to the implementation of such 
adjustments. 

 
2. 23.2 Without prejudice to clause 6.3, We shall be entitled to vary the provisions of these 

Conditions from time to time on giving You at least 30 day's notice. 
 
24. CONFIDENTIAL INFORMATION  

1. 24.1 Except to the extent set out in this clause 24, each Party shall treat as 
confidential all Confidential Information obtained from the other under the 
Contract, will protect such Confidential Information and will not, without the 
prior written consent of the other, disclose or use such Confidential Information 
except for the purposes of the Contract. 

 
2. 24.2 Clause 24.1 does not apply to information which the receiving Party can show 

by reference to documentary or other evidence: 
 

1. 24.2.1 was rightfully in its possession prior to disclosure to it by the other Party; 

 
2. 24.2.2 is already public knowledge or which becomes so at a future date 

(otherwise than as a result of breach of this clause 24); 

 
3. 24.2.3 is received from a third party who is not under an obligation of 

confidentiality in relation to the information; 

 
4. 24.2.4 is developed independently without access to, or use or knowledge of, the 

Confidential Information; or 
 

5. 24.2.5 is trivial or obvious. 

 
3. 24.3 Clause 24.1 shall not apply if and to the extent that any Confidential Information is 

required to be disclosed to any governmental or other regulatory authority, by the rules of 
a recognised stock exchange or by law. 

 
 

4. 24.4 Other than as expressly permitted under these Conditions, on termination or expiry of 
the Contract for whatever reason, each Party shall forthwith cease to use any Confidential 
Information of the other and shall return on demand, or at the request of the other, destroy 
or permanently erase all copies of that Confidential Information in its possession or control, 
save that either Party will be permitted to retain one copy of such part of the Confidential 
Information for the purposes of and for so long as required by any law or by judicial or 
administrative process or its legitimate internal compliance issues.  
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25. ASSIGNMENT AND SUBCONTRACTING 
 

1. 25.1 The Contract is personal to You and You may not assign it or transfer it or any of Your 
rights under it without Our consent. If You are an individual, the Contract shall be binding 
upon Your personal representatives. 

 
2. 25.2 You may only use an agent or subcontractor in relation to the performance of Your 

obligations under the Contract (including Your obligations relating to the supply of goods 
and/or services which are the subject of Transactions) with Our prior written consent and 
We may withdraw that consent at any time. If You do use an agent or subcontractor for such  
purposes, You shall remain responsible for complying with these Conditions as though 
You were not using such agent or subcontractor. 

 

3. 25.3 You shall be liable to Us for the acts or omissions of: 
 

1. 25.3.1 any agent or subcontractor of Yours, whether or not used with Our consent; 
 

2. 25.3.2 any Group Company of Yours; and 
 

3. 25.3.3 any employee or agent of any of the foregoing, 
 

in or relating to the performance of the Contract or in connection with any 
Transaction thereunder or any matter associated with any such Transaction. 

 
4. 25.4 We shall be entitled to assign or transfer the benefit of the Contract and/or to 

subcontract our obligations under the Contract to any Person at any time. 
 
 
26. WAIVER  

1. 26.1 No failure or delay by us in exercising any of our rights under these Conditions shall be 
construed as a waiver or release of that right unless otherwise agreed in writing by us. 

 
2. 26.2 No single or partial exercise of any of our rights or remedies under these Conditions 

shall preclude or restrict the further exercise of such right or remedy. A waiver of any breach 
of any provisions of the Contract shall not constitute a waiver of any other breach and shall 
not affect the other provisions of the Contract. 

 
3. 26.3 Our rights and remedies under these Conditions are cumulative and not exclusive 

of any rights or remedies provided by law. 
 
 
27. NOTICES  

1. 27.1 Any notice to be given under or in connection with the Contract shall be in writing and 
signed by or on behalf of the Party giving it and shall be served by delivering it personally 
or sending it by prepaid recorded registered post (or registered airmail in the case of an 
address for service outside the United Kingdom) or by facsimile (provided that a hard copy 
of the facsimile is also served by prepaid registered post or airmail) to the address of the 
other Party as set out in the Contract or as otherwise notified by such Party from time to 
time. Any notice given in accordance with this clause 27.1 shall be deemed to have been 
received: 

 
1. 27.1.1 if delivered personally, at the time of delivery; 

 
2. 27.1.2 in the case of prepaid registered post, 48 hours from the date of posting; 

 
3. 27.1.3 in the case of registered airmail, seven days from the date of posting; and 

 
4. 27.1.4 in the case of facsimile, on the date it is transmitted.  
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2. 27.2 We may from time to time serve notices: 

 
1. 27.2.1 by email, in which case the provisions of clause 27.1 relating to the service 

of notices by facsimile shall apply to the service of notices by email; and  
2. 27.2.2 by other classes of post, in which case any such notice shall be deemed to 

have been received on the second day after it was put into prepaid first class post or 
the fourth day after it was put into prepaid second class post. 

 
3. 27.3 For the avoidance of doubt, you may not serve notices by email without our prior 

written consent. Where such consent is given, it shall be deemed to have been given subject 
to the following conditions: 

 
1. 27.3.1 the provisions of clause 27.1 relating to the service of notices by facsimile 

shall apply to the service of notices by email; and 

 
2. 27.3.2 notices given by email which emanate (or reasonably appear to emanate) 

from any member of Your staff shall be deemed to be validly given by You, even if 
such member of staff did not have actual authority to send the relevant email 
and/or the relevant email in fact emanated from another member of staff or anyone 
else who may have had access to Your email systems. 

 
4. 27.4 We may specify (by giving notice to You in accordance with this clause 27) a particular 

individual or office holder to whom any notices served on Us are to be addressed, in which 
case a notice shall not be validly given unless so addressed. 

 

 

28. ENTIRE AGREEMENT  
1. 28.1 The Contract constitutes the entire agreement and understanding between Us and 

You in respect of the matters dealt with in it and supersedes and invalidates all other prior 
representations, arrangements, understandings and agreements relating to the subject 
matter of the Contract which may have been made between You and Us either orally or in 
writing prior to the date of the Contract, other than any securities or written pledges, 
undertakings or assurances which You may previously have given to Us and, subject to and 
together with such securities etc. sets out the entire agreement and understanding You and 
We have. 

 
 

2. 28.2 Each Party warrants that it has not relied on any representations, 
arrangements, understanding or agreements (whether written or oral) not expressly 
set out or referred to in the Contract. The only remedy available to either Party in 
respect of any such representations, arrangement, understanding or agreement shall 
be for the breach of contract under the provisions of these Conditions. 

 
3. 28.3 Nothing in this clause 28 shall operate to exclude any liability for fraud. 

 
 
29. SEVERABILITY  

1. 29.1 If any provision of these Conditions is found by any court or administrative body 
of competent jurisdiction to be illegal, invalid or unenforceable: 

 
1. 29.1.1 such illegality, invalidity or unenforceability shall not affect the other 

provisions of these Conditions, which shall remain in full force and effect; and 

 
2. 29.1.2 If such provision would cease to be illegal, invalid or unenforceable if some 

part of the provision were modified or deleted, the provision in question shall apply 
with such minimum modification or deletion as may be necessary to make it legal, 
valid and enforceable.  
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30. MISCELLANEOUS  
1. 30.1 Nothing in these Conditions is intended to create a partnership or joint venture or legal 

relationship of any kind that would impose liability upon one Party for the act or failure to 
act of the other Party, or to authorise either Party to act as agent for the other. Save where 
expressly stated in the Contract, neither Party shall have authority to make representations, 
act in the name or on behalf of or otherwise to bind the other. 

 
2. 30.2 Nothing in these Conditions shall render either Party or any of their respective 

employees an employee of the other or render either Party or any of its employees capable 
of incurring any liability or obligation on the other's behalf, and neither Party shall hold itself 
out as such. 

 
3. 30.3 A Person who is not party to the Contract shall have no rights under the Contracts 

(Rights of Third Parties) Act 1999 to enforce any provisions of the Contract. This clause 
30.3 does not affect any right or remedy of any Person which exists or is available 
otherwise than pursuant to that Act. 

 
 
31. GOVERNING LAW AND JURISDICTION  

1. 31.1 The Contract and any matter arising from or in connection with it shall be governed by 
and construed in accordance with English law. 

 
2. 31.2 You and We irrevocably agree that, for our benefit only, the English courts shall have 

exclusive jurisdiction over any claim or matter arising from or in connection with the 
Contract, or the legal relationships established by or in connection with it. Accordingly, any 
proceedings by or against Us in respect of such claim or matter must be brought in the 
English Courts, but We shall not be prevented from taking proceedings against You either in 
the English courts or in any other court of competent jurisdiction. To the extent permitted 
by law, We may take concurrent proceedings in any number of jurisdictions. 

 
3. 31.3 In the event of any conflict between the English version of the Contract (or any part 

thereof) and any version which has been translated into any language other than 
English, then the English version shall prevail.  
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